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HEN KAISER Pe r m a n e n te

b e gan a pro gram to dis-

pose of its obsolete co m-

p uter equipment two

and a half ye a rs ago, it

was motivated more by

cost co n cerns than by

the desire to pro p e rly

dispose of products with pote n t i a l ly 

toxic co n te n t .

“ My boss was co n cerned with more

s pa ce being ta ken up by exce ss and used

e q u i p m e n t ,” says Jim Re gan, manager of

IT facilities at the

Oakland, Ca l i f. - ba s e d

health care manage-

ment co m pa ny, noting

t h at the idle assets ac-

c r u e d s to ra ge and

p ro p e r ty tax charge s .

B ut he quickly re a l-

i zed that the disposa l

of IT wa s te, wh i c h

co n tains many tox i c

s u b s ta n ces, pre s e n ted a pote n t i a l ly large

and growing liability risk to K a i s e r.

G rowing public awa re n e ss of the haz-

a rds of e-wa s te and a rising tide of re gu-

l ations have increased the pre ss u re to re-

c ycle IT products and set the sta ge fo r

higher disposal costs. Me a nwh i l e, low-

cost bidders for IT

equipment disposa l

s e r v i ces may be wo rk-

ing through bro ke rs to

send equipment to de-

veloping countries — a

co n t rove rsial pra c t i ce

— or to illegal wa s te

dumps in the U.S. Fa i l-

u re to esta blish best

p ra c t i ces, thoro u g h ly

check out ve n d o rs and

c re ate an audit tra i l

m ay leave co m panies on the hook fo r

h e fty fines, lawsuits and a ba r ra ge of

n e gat ive publ i c i ty.

A typical CRT monitor co n ta i n s t h re e

to nine pounds of lead, re c yc l e rs say.

And printed circuit boa rds co n ta i n

b e r yllium, cadmium, flame re ta rd a n t s

and other compounds that can co n ta m i-

n ate the air and gro u n dwater and ex p o s e

TOXIC LE GACY

S EC U R ITY M ANAG E R’ S  JO U R N A L

Developer Tool Kit 
Raises Backdoor Alarms
When antivirus software detects back-

door code embedded in critical applica-

tions, Vince Tuesday tracks the source

to a development tool kit. Page 24

Q U I C K ST U DY

ETL
Extract, transform and load software enables

companies to move data from multiple sources,

reformat and cleanse it, and load it into another

database, a data mart,a data warehouse or

another operational system. Page 23

The damage from
mismanaged outsourcing 

will always exceed the potential
benefits from anticipated IT cost
reductions.
— Columnist Paul A. Strassmann,  
former CIO at NASA, page 25

T E C H N O LO GY
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I m proper disposal of obso l e te IT equipment is fast becoming
a major liability for corporations. By Robert L. Mitchell

63
MILLION

Number of PC s
j u n ked in the 
U.S. in 2003

315
MILLION

Number of PC s
the EPA esti-

m a tes will end
up in landfills by
the end of 2004



humans to carc i n o gens and other tox-

ins when equipment is shre d d e d ,

burned or sent to a landfill. Acco rd i n g

to the U.S. Env i ro n m e n tal Pro te c t i o n

A ge n c y, e-wa s te is now the fa s te s t-

growing wa s te stream in the U. S .

Until now, only electronics manufa c-

t u re rs have been under pre ss u re fro m

a c t ivists and re gu l ato rs to re d u ce tox i c

co n tent in their pro d u c t s and limit hu-

man ex p o s u re to toxins used in

their manufacturing pro ce ss e s .

Th at ’s changing.

The European Union to o k

the lead on end-of- l i fe iss u e s

when it issued two dire c t ive s

on e-wa s te aimed at manufa c-

t u re rs early last ye a r. One re-

q u i res ve n d o rs that sell IT

p roducts in Europe to phase

o ut some pa r t i c u l a rly dange r-

ous toxins, including lead, mer-

c u r y, cadmium, hexavalent chro m i u m

and bro m ated fi re re ta rdants, fro m

e l e c t ronics products by 2006. The oth-

e r holds manufa c t u re rs re s p o n s i bl e fo r

e n d - of- l i fe disposal costs for their

p ro d u c t s .

Me a nwh i l e, a wave of e-wa s te re gu-

l ations is beginning to roll acro ss the

U.S. A new Ca l i fornia law a ss e sses an

u pf ront fee for every CRT purc h a s e d

to cover re c ycling costs, ba rs the ex-

port of e-wa s te and re q u i res a phase-

o ut of the toxic substa n ces cited in the

EU dire c t ive. Ca l i fornia and a few oth-

er states also have banned landfill dis-

p o sal of some IT products, such as

m o n i to rs. In all, more than 24 new bills

a re wo rking their way through state

l e g i s l at u res, acco rding to Gartner Inc.,

c re ating a patc hwo rk of inco n s i s te n t

rules that orga n i zations must fo l l ow

and the potential for stiff fines fo r

those that don’t. 

B ut a more tro u bling aspect of the 

i ssue for Kaiser’s Re gan came to light

e a rly in 20 02, when two activist gro u p s

released a graphic and co n t rove rs i a l

report on the export of U.S. e-wa s te to

d eveloping countries. The report, re-

leased by the Basel Action Ne two rk

( BAN) and Si l i con Va l l ey Toxics Coa l i-

tion (SVTC), ass e r ted that 50% to 80%

of e-wa s te co l l e c ted in the U.S. is ex-

p o r ted to developing countries. It in-

cluded disturbing pictures of

c h i l d ren in the Chinese vil-

l a ge of Guiyu pl aying amid

m o u n tains of discarded IT

p roducts, and l a b o re rs smash-

ing monito rs by hand out-

d o o rs and pouring acid ove r

c i rcuit boa rds to re m ove va l u-

a ble metals. Cl e a rly visible in

some of the pictures we re the

a sset ta gs of private and pub-

lic U.S. orga n i zations that

p rev i o u s ly owned the equipment.

Fo l l ow-up stories co n firming the 

e -wa s te situation in Guiyu appeared in

major U.S. news pa p e rs, including T h e
Wa s h i n g ton Post and the San Jose Me r-
c u ry Ne ws. But as the media and ac-

t ivists focused on Dell Inc. and other

p ro d u ce rs as the culprits, Kaiser’s man-

a gement saw the potential for damage

to the co m pa ny ’s re p utation and bra n d

name if its equipment we re to appear

in such an exposé. Exporting e-wa s te

i s n’t illegal in the U.S., but Re gan bega n

to get calls from worried docto rs in his

co m pa ny ’s exe c ut ive ra n k s .

By that time, howeve r, he had al-

re ady wo rked out an arra n gement with

Re d e m tech Inc., a Hilliard, Ohio-ba s e d

re c ycler that handles the disposition of

o b s o l e te IT equipment. Re ga n’s co n-

t ract specifies a ze ro - l a n d fill policy, in-

cludes written ass u ra n ces that Re d e m-

te c h’s re c ycling subco n t ra c to rs don’ t

export any e-wa s te products and calls

for documentation of the final disposi-

tion of all IT products. Re gan uses the

reports to pull assets off the books a n d

to pro tect the co m pa ny from liability

l awsuits. “We went into this with a

r i s k- m i t i gation point of view. You re a l-

ly have to make sure that nothing on

the back end sullies your re p utat i o n ,”

he says .

Re gan may have been ahead of the

c u r ve in thinking about these iss u e s ,

b ut considering the volume of e-wa s te

t h at co m panies like his ge n e rate —

Kaiser has disposed of 65,000 pieces of

IT equipment over the past two ye a rs

— he’s co nv i n ced that it’s just a matte r

of time befo re env i ro n m e n tal gro u p s

m a ke an exa m ple of a large co r p o rate

user of IT products. “Do your home-

wo rk and make sure you have yo u r

back cove re d ,” he adv i s e s .

Dell became such an exa m ple on the

vendor side. Ted Smith, founder of the

San Jo s e - based SVTC, says that his or-

ga n i zation singled out the PC dire c t

m a rke ter for criticism last ye a r, iss u e d

n e gat ive reports on its re c ycling poli-

cies and picke te d co m pa ny offi ces and

even the offi ces of CEO Michael Dell’s

w i fe. “We decided that they wo u l d

m a ke a gre at ta rge t ,” he says, noting

t h at since the SVTC campaign, the

vendor has “b e gun to ta ke these iss u e s

m o re seriously.”

The tactic wo rked: Dell, IBM and

Hewl e tt- Pa c ka rd Co. all say they now

offer co m p uter return pro grams and

re c ycle co l l e c ted IT pro d u c t s .

Jim Pu c ke tt, co o rd i n ator of Seatt l e -

based BA N, which opposes the ex p o r-

tation of haza rdous e-wa s te to deve l o p-

ing countries and wo rks closely with

the SVTC, says a high-profile user of

IT products will be his orga n i zat i o n’s

n ext ta rget. “We’ re going to start go i n g

a fter some institutions now and mak-

ing exa m ples of them in a positive and

n e gat ive way. We’ re going to be putt i n g

p re ss u re on the users ,” he says .

Me a nwh i l e, many IT orga n i zat i o n s

remain ignorant of the legal and te c h-

nical issues surrounding proper dis-

p o sal of IT equipment. “I still talk to

clients on a daily basis and they have

no idea wh at ’s going on. Yo u’d think

t h at they would know at this point that

you can’t just throw this stuff out ,” says

Gartner analyst Fra n ces O’Brien. 

E- wa s te Ec o n o m i c s
M a ny IT orga n i zations avoid the pro b-

lem simply by storing obsolete and un-

used equipment — a co s t ly pro p o s i-

tion that both manufa c t u re rs and re c y-

c l e rs say will get only more ex p e n s ive

as the costs of both sto ra ge and dispos-

al increase. “Th e No. 1 solution for 

IT disposal to d ay is sto ra ge,” says

Lennie Mye rs, a vice president at

Au s t i n - based re c ycler Image Micro-

sys tems Inc.

When it comes time to re m ove

equipment from service, few co m pa-

nies have budge ted for proper dispos-

al, and fewer still want to co nv i n ce the

chief financial offi cer to spend the $30
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WAYS TO PR OT ECT YO U R S E LF
1LEASE EQUIPMENT so that the title

to the equipment transfers to the leas-
ing company at the end of the term —
along with the disposition issues.

2DISPOSE OF IT EQ U I P M E N T
when it’s removed from service.

3BUN D LE DISPOSAL COSTS into
new purchases by including the dis-

position of old IT assets in the RFP for
equipment that replaces it.

4 E M PTY THE IT CLO S ETS : D i s-
pose of unused, stored equipment im-

m e d i a te ly. This equipment incurs storage
costs and property taxes plus disposal
costs that are likely to increase over time.

5 I N C LUDE A COPY OF THE OP-
E RATING SYST E M when donating

equipment. Machines without an operat-
ing system are likely to be discarded or
shipped overseas.

6 I N C LUDE CONTRACT WO RD I N G
that prohibits the recycling vendor or

its subcontractors from exporting equip-
ment to developing countries that lack
environmental regulations.

7REQ U I RE A FU L LY DOCUMENT-
ED AU D IT TRAIL that shows what

happened to each IT asset through its fi-
nal disposition, whether sold, recycled or
destroyed.

8C O N DUCT A DUE DILIGE N C E
background check on the recycling

vendor and its practices that includes an
on-site visit.

9C O NSIDER DISPOSITION SER-
V I C ES from IBM, HP, Dell or other

major IT equipment vendors. They charge
more than smaller recyclers, but they
have reputations to protectand deeper
pockets if liability issues arise.

SO U RC ES:  RECYCLIN G VENDORS, PR O DUCT MA NU FACT U RE RS AND CORPORATE USERS

24
STATES

H ave e- wa s te 
legislation 

in the wo r ks

S tac ks of unused equipment (right), many with corpora te asset tags clearly visible, end
up in illegal landfills or in places like Gui ya, China, where a wo r ker (left) wearing no pro-
te c t i ve gear pours acid on circ uit boards to reclaim precious meta l s .



per PC that O’Brien says p roper dis-

p o sa l of an obsolete PC ty p i c a l ly co s t s .

This pro blem has arisen because the

e n d - of- l i fe economics have change d .

While disposal costs have incre a s e d ,

the prices of used PCs have dropped to

the point wh e re a typical sys tem has

l i ttle or no residual value after just 30

months, acco rding to Dell. In the pa s t ,

an IT orga n i zation could dispose of

equipment after three ye a rs and re-

ce ive a few dollars back, but

to d ay, it’s more like ly to incur

a net co s t .

“ Th e re is a de fa c to motiva-

tion for people to cut co r n e rs

in managing end-of- l i fe

\[ i ss u e s\] ,” says Bob Ho u g h to n ,

Re d e m te c h’s pre s i d e n t .

“ You can still get a guy in a

l i ttle red truck to haul away

your PCs, so nobody wants to

focus on this iss u e,” says an IT exe c ut ive

at a large financial services co m pa ny,

who asked not to be identified. Wi t h-

o ut exe c ut ive sponsorship of a re s p o n-

s i ble disposal policy, he says, business

units will continue to throw equipment

i n to Dumpste rs rather than incur a $25 -

per-unit disposal fee billed through an

i n ternal, IT- s p o n s o red pro gra m .

The exe c ut ive was able to gain sup-

port for re s p o n s i ble re c ycling by fo-

cusing on pro blems with impro p e r

e ra s u re of data on the hard disk drive s

of discarded PCs and the risk of non-

co m pl i a n ce with Health Insura n ce

Po r ta b i l i ty and Acco u n ta b i l i ty Act pri-

vacy re gu l ations. Ve n d o rs such as Im-

a ge Micro sys tems and Re d e m tech ve r-

ify and document disk era s u re as pa r t

of their services. Because of the ex t ra

costs of re s p o n s i ble disposa l , the exe c-

ut ive says, it will ta ke the negat ive

p u bl i c i ty of a “Martha Stewart type of

c a s e” befo re businesses will fund

p roper disposal pra c t i ce s .

“ Th e re are bad things happening. As

a co r p o ration, you need to prove yo u

did due dilige n ce,” O’Brien says. Th at

means tracking assets and hav i n g

p ro of of sale or proper disposal —

something most co m panies don’t do.

D e s p i te the risk of negat ive publ i c i ty,

i t ’s legal and re l at ive ly inex p e n s ive to

wo rk with bro ke rs that export IT

equipment ove rseas. Even re c yc l e rs

t h at say they don’t export may send

some equipment or components to

d ow n s t ream bro ke rs t h at do export it.

Or the equipment could end up in a

field somewh e re unless yo u’ ve ve r i fi e d

the ve n d o r’s pra c t i ces and tra c ked the

a sset pro p e rly, O’Brien says .

She says one client re ce ived an offe r

to re m ove 3,000 dead monito rs for $3

each, well under the going rate of $7 to

$ 35. “Th ree months late r, he got a call

f rom the Department of Env i ro n m e n-

tal Pro te c t i o n asking, ‘Why are yo u r

m o n i to rs in this fi e l d ? ’ ” O’Brien says .

I nve s t i gato rs such as the EPA can

q u i c k ly tra ce equipment back to i t s

original owner through serial numbers

or asset ta gs. 

“If we can’t prove we tra n s fe r re d

t h at title, we’ re liabl e,” says the fi n a n-

cial services co m pa ny exe c ut ive. Th at

means pay i n g cleanup co s t s

and fi n e s .

Th i n king Ahead
S o, wh at ’s an IT exe c ut ive to

d o? “The best pl a ce to \[ ad d re ss

d i s p o sal of IT ass e t s\] is wh e re

the co mpetition is, which is

u pf ro n t ,” says Re gan. He now

includes specific terms for the

d i s p o sal of existing IT ass e t s

as part of requests for pro p o sals fo r

n ew equipment. And he’s moving to-

wa rd more leasing, which ta kes the

p ro blem off his pl ate. All of K a i s e r’s

25 0,000 IT assets, including those that

go back to ve n d o rs or leasing co m pa-

nies, are pro ce ssed by Re d e m tech as

t h ey ’ re re t i red. The vendor collects the

equipment, wipes the disks, re f u r b i s h-

es, re c ycles or returns the equipment,

and provides written ve r i fi c at i o n .

“ We’ re looking at a net cost per PC

of $18 .4 0, and the monito rs are $2 3. 71

on a net basis. We’ ve budge ted those

d i s p o sal co s t s ,” Re gan says. The to ta l

tab for pro ce ssing 19,906 monito rs and

3 8 ,204 desktops ove r two and a half

ye a rs is approx i m ate ly $1.2 million.

Th at may sound ex p e n s ive, but IT

o rga n i zations should be wary of ve n-

d o rs that offer disposal services at lit-

tle or no cost. “Th ey need to be co g-

n i zant of wh at may be happening to

those materials . . . and do due dili-

ge n ce on those ve n d o rs ,” says Tod Ar-

b o gast, senior manager of asset re cov-

ery services at Dell.

D o n’t sit on IT equipment that has

reached the end of its life, says Way n e

B a l te r, vice president of co r p o rate en-

v i ro n m e n tal affa i rs at IBM. John Mo n t-

go m e r y, chief technology offi cer at

Marine Terminals Co r p. in San Pe d ro,

Ca l i f., says his co m pa ny had a “wa re-

house full of co m p ute rs” but has go t-

ten rid of them through an orga n i za-

tion that re c ycles them. Mo n tgo m e r y

re f reshes 20% of his PCs each year but

keeps monito rs longe r, which save s

m o n ey upf ront and delays disposa l

costs on the back end. He’s also grad u-

a l ly shifting to LCD panels, which use

l e ss energy and don’t co n tain the

h e avy amounts of lead found in CRTs ,

although fluore s cent backlighting in-

t ro d u ces small amounts of another

toxic substa n ce — merc u r y.

Us e rs may eve n t u a l ly re d u ce ba c k-

end re c ycling costs by purchasing pro d-

ucts that have lower toxic co n tent at the

f ront end. For exa m pl e, the Euro p e a n

TCO and Blue Angel ce r t i fi c ation labels

p rovide ass u ra n ce that some toxic ma-

terials are n’t present in displ ays and

d e s k tops, re s p e c t ive ly. But manufa c t u r-

e rs will never be able to co m pl e te ly

rem ove all toxic co n tent from electro n-

ic products. The best approach for IT

p roducts, Ho u g h ton says, is to “ass u m e

everything is haza rd o u s .” 43 8 04
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MORE E- WA ST E
It’s Not Easy Being Green: Manufacturers and
researchers say there are no simple answers to the
recycling problem: QuickLink 43807

Vet Your Vendors:Read the vendor requirements and
questionnaire documents one Fortune 500 company
used to choose a responsible recycling contractor:
QuickLink 44350

Vendors Respond: Manufacturers are working to
remove toxins and promote recycling of their products:
QuickLink 43806

Resources: Where to get answers on e-waste issues:

QuickLink 43805
www.computerworld.com

$30
PER PC

Ave rage cost to
d i spose of an 
e nd- of-life PC

W H AT’S IN A PC? AN I N G RED I E N TS L I ST

Mercury: Used in LCD backlight-
ing, circuit boards, some switches.
Known to cause birth defects, ele-
vated blood pressure and heart
problems.

Cadmium: Found in batteries,
printed circuit boards, some plas-
tics. Ranked among the most haz-
ardous chemicals by the EPA, cad-
mium is a known carcinogen and
can cause developmental and re-
productive problems.

Beryllium: Used in circuit boards.
A known carcinogen. Suspected to
cause kidney, liver, respiratory, car-
diovascular and other problems.

Barium: Used in CRTs to
block radiation. Suspected to
cause reproductive, develop-
mental, neurological and res-
piratory problems.  

Phosphorous: Found in
CRTs. A suspected hazard, 
but toxicity is undocumented.
Considered hazardous under
the Federal Clean Air Act.

Plastics: In circuit
boards, housings, cables
and connectors. Can re-
lease dioxin when burned.
Dioxin is a documented
carcinogen and suspected
developmental toxin.

Brominated flame retardants: Include polybrominated biphenyls
and polybrominated diphenyl ethers, both used in plastics. Con-
firmed carcinogens. Cause birth defects. Suspected to cause repro-
ductive, neurological and endocrine problems.

Lead: Pervasive in circuit-board solder and CRT monitor
glass. Can cause mental development problems in children
and increased blood pressure in adults. Long-term effects
include stroke, kidney disease and cancer.

Hexavalent chromium: Used for
corrosion protection and as a hard-
ener in metal housings. A recog-
nized carcinogen. May also cause
respiratory problems.

N OTE: Substances listed in re d must be phased out
u nder Ca l i fornia and European Union re g ul a t i o n s .

SO U RC E S:  SI LICON VA L LEY TOXI CS COA L ITION, TEXAS TECH UN I V E RS I TY, IMAGE MICR OSYSTEMS, EPA, ENVIRONMENTAL DEFE NS E


